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1. MACHHOPT ®OHJA OINEHOYHBIX CPEJACTB

1.1. ObsacTh NpUMEHEHUA

®onn oneHouHbix cpeactB (DPOC) — HeoTheMieMas dYacThb paboueit
porpamMMbl AUCHUIUIMHBL (MOyJisi) OCHOBBI MH(DOPMAIIMOHHOW O€30MaCHOCTH U
NpelHa3HAaYeH JUIsi KOHTPOJISI W OLEHKH 00pa3oBaTENbHBIX JTOCTHXKCHHIM
CTYJEHTOB, OCBOUBILHX IPOrPAMMY JUCUUIIIMHBI (MOIYIIS).

1.2. Hean u 3aga4u GoHAA OLIEHOYHBIX CPEACTB

Henp @®OC —  yCTaHOBHTH

COOTBCTCTBUC YPOBH:A IIOATOTOBKH

oOyuarorierocsi TpeboBanusim @DI'OC BO OakamaBpmar / cneruanurer /
MarucTparypa Mo HampaBieHuio noarotoBku 46.03.02 JlokymeHTOBeleHHE U
apXHUBOBEJICHUE, YTBEPKIECHHBIM MpUKa3oM MUHHCTEpCTBA 00pa30BaHUSI U HAYKH
Poccuiickoit ®enepanuun ot 29 oktsa6ps 2020 1. Nel343 (¢ u3MeHEHUSIMU H

JOTIOJTHEHUSIMU ).

1.3. Ilepeyenb kommeTeHUMii, (pOpMHPYeMBIX B HpoLeEcce OCBOEHHS
OCHOBHOI1 00pa30BaTeIbHOI MPOrPaMMBbI

HpOHCCC OCBOCHU JAUCITUITIIMHBI

HampaBieH Ha GOpMHUpPOBaHUE

CICAyronux KOMHGTGHHI/Iﬁ N HHIUKATOPOB UX JOCTHUIKCHUA:

Koa mo ®I'OC BO

\ NuaukaTop 10CTHKEHUS

YHUBepcaabHbIE

O6menpodeccroHanbHbIe

OIIK-4. Cnoco6eH MOHUMAaTh MPUHIIMIIBI
paboThl COBpEMEHHBIX HH(POPMAIIMOHHBIX

TEXHOJIOTHH M UCITOJIL30BaTh X AJId pCIICHUA

3aaad HpO(i)CCCI/IOHaJ'IBHOI\/'I JACATCIIbHOCTH

OIIK-4.6. Mcnonb3yeT COBpEMEHHBIE
MH(OPMALIMOHHBIE TEXHOJIOTUH JJIs 3aLIUThI
ciry>keOHo nHpopmau

[TpodeccuonanbHble

1.4. dranbl GopMUpOBaHMSA KOMIETEHUMH M CpeICTBA OLCHHUBAHUS

YPOBHS UX ¢)OPMHPOBAHHOCTH

Jransbl popmupoBanus komnereHuni | Komnerenuun KoHTpOoJIbHO-0LIeHOYHBbIE
cpeacTBa / cnocod oleHuBAHUSA

Tema 1. OcHOBBI HH(OPMALIMOHHOM OIIK-4 Beinonuenue 1a00paTOPHBIX

0e301macHOCTH pabor

Tema 2. MeTtonbl pe3epBHOTO OIIK-4 Beinonuenue 1a00paTOPHBIX

KOMMPOBAHUS TAHHBIX pabor

Tema 3. MeTtoibl ayTeHTUDHUKAILIMN U OIIK-4 Beinonuenue 1a00paTOPHBIX

aBTOpHU3AlUU pabor




Tema 4. AHanu3 U HacTpoiika OIIK-4 Beinonuenue 1a00paTOPHBIX
0€30MacHOCTH B ONEPaHOHHBIX pabor
cucremax cemeiictea MS Windows
Tema 5. OCHOBBI KpUNITOTpaPUIECKON OIIK-4 Brinonnenue n1abopaTOPHBIX
3alUThl HHGOPMaUU pabor
Tema 6. KoMnbroTepHbIe BUPYCBHI OIIK-4 Beinonnenue 71a00paTOPHBIX
pabor
Tema 7. OcHoBbl ceteBoii 6e3omacuoctu | OIIK-4 Brinonnenue n1a0opaTOPHBIX
pabor
Tema 8. OcHOBBI 3aXBaTa U aHAJIN3a OIIK-4 Brinonnenue 1abopaTOPHBIX
Tpaduka pabor
T OIIK-4 KonTponbras pabota
eKylmiasi arrecTanus
OIIK-4 OK3aMeH

HpOMe)KyTO‘lHaﬂ aTrecranmusa

1.5. Onucanue nokasareseil GopMupoBaHUs KOMIETEHIUH

Koa koMnereHumnun

Pe3yabTaThl c)OPMHPOBAHHOCTH

OIIK-4. CnocobeH MOHUMATh
MIPUHITUITEI pa0OTHI COBPEMEHHBIX
WH()OPMAITMOHHBIX TEXHOJIOTHUH 1
WCIIOJIH30BATh WX JIJIS PEIICHUS
3a/1a4 MpoQeCcCHOHATIbHON
JIeITeIIbHOCTH

OIIK-4.6. Vcnonb3yeT coBpeMeHHbIE HH()OPMAIIHOHHBIE
TEXHOJIOTUH JUIS 3AIIUTHI CITy)KeOHOW MH(pOopMauu

1.6. Kputepun oueHnBaHusl KOMIETEHIMH HA Ppa3HBIX IJTamax ux
(popmupoBanus
By yueOHoi padoThI \ KonuyectBo 0a110B
7 cemectp / 9 TpuMecTp
101010 0-3920 300
OdopmiteHre 0TYETOB 10 J1AOOPATOPHBIM 30 GanoB 30 GanoB
paboTam
PaboTa Ha 1a00paTOPHBIX 3aHATUIX 30 GanoB 30 GanoB
BrImosiHeHME TECTOBBIX 3alaHuH - -
BrinosniHeHue 3aganuii cCaMOCTOATENBHON 10 6amnoB 10 6amnoB
paboTHI
3ayera 30 GayioB 30 GamoB
HToro 3a cemectp: 100 6annoB 100 Gannos
Bcero 100 OansoB
HaxkonurenbHasi cucrema ouneHnBanus mo 100-6aibHoi mkase
Yeroipexoai- 100- BykBennas mkana, coorsercryromas 100- Cucrema
JIbHAasl CHCTeMa |0a/LIbHasA 0aJUILHOM LIKAJIe OlLICHUBAHHUHA




OlICHUBAHUA
IK3aMcCHa

HIKaJja

3a4derTa

O1ianyao

90-100

A — OTJINYHO — TEOPETUYECKOE COJIepPIKaHUE Kypca
OCBOCHO IOJTHOCTBIO, 06€3 Mpo0OeIoB; HEOOXOIUMbIE
MPAKTUYECKHIE HABBIKA PAOOTHI C OCBOCHHBIM
MaTepHuaaoM c(hOPMHPOBAHBI; BCE
MPEeTyCMOTPEHHBIE TIPOTPAMMOii 00yICHHUS
yaeOHBIC 33 JaHUS BBITOJIHEHBI, KAUECTBO UX
BBIIOJIHEHHS OLIEHEHO YHUCIIOM 0aJUIOB, OJIHU3KUM K
MaKCHMaJIbHOMY

Xopowo

83-89

B — 0ueHb XOPOIIO — TEOPETUUECKOE COIEPKAHNE
Kypca OCBOCHO MOJHOCTHIO, 03 Mpo0OeoB;
HE00XO0AMMBIE TIPAKTUIECKHE HABBIKK PAOOTHI C
OCBOCHHBIM MaTE€pPHAIOM B OCHOBHOM
c(OpPMHPOBAHBI; BCE MPEAYCMOTPEHHBIE
MporpaMMoii o0ydeHus: y4eOHbIe 3a1aHus
BBITIOJTHEHBI, KAYECTBO BBITIOJHEHUS OOJIBIIIMHCTBA
M3 HUX OLIEHEHO YHCJIOM 0ajuIoB, OJIM3KUM

K MAaKCUMAJIbHOMY

Xopoltio

75-82

C — XOpol110 — TEOPETUYECKOE COJIep KaHne Kypca
OCBOCHO TOJHOCTHIO; HEKOTOPHIE TPAKTUYECKUE
HABBIKU pa0OTHI C OCBOCHHBIM MAaTEpPHAIOM
c(hopMupOBaHbI HEJJOCTATOYHO; BCE
MPelyCMOTPEHHBIE MPOTrpaMMoi 00yueHus
y4eOHbIE 3a/IJaHUS BBIITOJTHEHBI, KAU€CTBO
BBITIOJTHEHUS] HU OJJHOTO M3 HUX HE OLIEHEHO
MUHUMAJIBHBIM YHACIIOM 0aJIIOB, HEKOTOPHIC BUIBI
3aJJaHU} BBINOJIHEHBI C OIHOKaMU

VY nosierBo-
PUTENBHO

63-74

D — yaoBneTBopUTENbHO — TEOPETUUECKOE
coJiepKaHNe AUCIUIUIMHBI OCBOEHO YaCTUYHO, HO
npoOeITbl He HOCAT CYIIECTBEHHOTO XapaKTepa;
HE00X0/IMMbIE MPAKTUUYECKUE HABBIKU PaOOThI

C OCBOCHHBIM MaTE€pPHaJIOM B OCHOBHOM
chopMHpOBaHBI; OOJIBIINHCTBO
IPEIYCMOTPEHHBIX MPOTPAMMON 00yUIEeHHUS
y4eOHBIX 3aJ]aHUH BBIIIOJIHEHO, HEKOTOPbIE

13 BBINOJIHEHHBIX 33JJaHUH, COIEPKAT OINOKH

Y noBnerBo-
PpUTEIBHO

50-62

E — nocpencresenHo — reoperuueckoe
COJIepKaHNE Kypca OCBOEHO YaCTUYHO;
HEKOTOPbIE MPAKTUYECKHE HABBIKU PAOOTHI

He C(pOpMUPOBAHBI, MHOTHE NIPETYCMOTPEHHBIE
porpaMMoil o0yueHus: yueOHble 3a1aHuUs

HE BBINOJIHEHBI JINOO KaYeCTBO BHIMOJIHEHUS
HEKOTOPBIX M3 HUX OI[EHEHO YHCIIOM 0aJlIoB,
OJIM3KUM K MUHUMAJIbHOMY

3auTreHo

Heynosnerso-
PHUTEIBHO

21-49

FX — Hey10BIETBOPUTENIEHO — TEOPETHUECKOE
coJiepKaHne Kypca OCBOCHO YaCTUYHO;
HE00X0/IMMbIE MPAKTUUYECKNE HABBIKU PaObOTHI
He c(hOPMUPOBAHBI; OOJBITUHCTBO
IPEIYCMOTPEHHBIX IPOrpaMMOi 00y4YeHHUs
y4eOHBIX 3aJJaHU{ HE BBITOJIHEHO JTHOO0 Ka4yeCTBO
UX BBITOJIHEHHS OIIEHEHO YHCIIOM OaioB,
OJM3KUM K MUHUMAJIBHOMY; TIPH
JIOTIOJTHUTEIILHOM CaMOCTOSITENbHOM paboTe Hajl

MaTepuajIoM Kypca BO3MOKHO OBBIIIIEHHE

He 3auteno




Ka4y€CTBa BBIITIOJIHCHUA y‘-IC6HI:IX 3a,Z[aHI/II7I

Heynosnerso-
PHATEILHO

0-20

F — HeyOBIETBOPUTENEHO — TEOPETHYECKOE
coJiepKaHue Kypca HE OCBOEHO; HEOOX0IMMBbIE
MPAaKTUYECKUE HABBIKUA PAOOTHI

HEe C)OPMUPOBAHBI; BCE BBHITIOJHEHHBIC yUeOHbBIE
3aJIaHMsI COJIEPIKAT IPYOBIe OITUOKH,
JOTIOTHATEIbHAS CAMOCTOSITeNIbHAS paboTa HaT
MaTepHalioM Kypca He IPUBEIET K KAKOMY-JTH00
3HAYUMOMY TIOBBIIICHUIO KQ4eCTBA BHIMOTHCHHUS
y4eOHBIX 3aJaHui




2. KOHTPOJIBHO-OEHOYHBIE CPEJICTBA

2.1. OueHoYHBbIE CPECTBA TEKYIEr0 KOHTPOJIA (TUIOBBIE)

Bomnpock! a1t TeKymero KOHTpos:

HazoBute 6a30Bble MOHATHS HHGOPMAITMOHHON 0€30M1aCHOCTH.

Omnpenenute OCHOBHBIC BHJIBI YTPO3 HHPOPMAITMOHHBIM PECYpCaM.

[Tosicaute cyth Metogonorun STRIDE?

Kaxue u3 yrpo3 no merogonorun STRIDE npeacTaBiasior HanuOoJIbIIyIO

OMacCHOCTh?

[Tosicaute MeToauky orieHku puckoB DREAD?

[TosicHuTe TEPMHUH SKCIUIOUT?

B yem otnnuunsa mexay meroaukamu DREAD u OCTAVE?

[losicauTe cyTh TepMHHA KOH(UICHIIUAIBHOCTb, MPUBEIUTE MPUMEPHI

KOH(pHUIEHIIMAIbHON UH(pOpMaIIH.

9. Bpim moJTy4eHbI 1BE OIEHKH 0€301TaCHOCTH MH()OPMAITMOHHON CHCTEMBI:
nepBas -- Ha OCHOBAaHMHM ONPOCa OYEHb OOJIBIIOTO YHCJa OOBIYHBIX
MoJb30BaTeNieii, BTOpas -- HAa OCHOBAaHUM MHEHHUS Y3KOTO Kpyra
skcnepToB. Kakas 13 OlIeHOK Ha Baill B3] Oojiee TouHasl.

10.ITpuBeauTe MpUMEpPHl CaHKIIMOHUPOBAHHOTO M HECAHKIIMOHUPOBAHHOTO
JOCTYTIA.

11.MoxxHo 71U cyuTaTh YyCTaHOBKY aHTuUBUpyca Ha I[IK kommiexcHoi
zammrot UC?

12.Kakasi 3 METO0JIOTHM aHalM3a MHPOPMAIIMOHHBIX YTPO3 Ha Balll B3TJISA
6onee 3¢ dexTuBHA?

13.Ha3zoBute MeTOBI CKATHS TAHHBIX KOTOPBIC B 3HACTE.

14.OnumuTe 0OCHOBHYIO Ueto anroputMma Xaddmana.

15.00bscHUTE pa3HULLY MEXK]Yy CKATUEM U apXHUBaIUEH.

16.Kakum 00pa3oM HCIIOJIb30BaHHE apXMBOB CBSI3aHO C 0€30MacCHOCTHIO
uHpopmanuu?

17.B xakux ciaydasx II€JIecOO0pa3HO, a B KOTOPBIX HeleaecooOpa3sHo
HCMOJIb30BAaHUE APXUBOB?

18.Moryr apxuBbl (Gopmara ZIP comepxare wuHPOpMAIHMIO IS
BOCCTAHOBIICHHSI?

19.T1okaxkute, KakuM 00pa30M MOKHO 3a0JIOKMPOBATh apXHB, YTO O3HAYAET
naHHast GyHKIUs?

20.0nummTe  OONIyI0 TMOCHEAOBATEIIbHOCTh  JEWCTBUMA JJI  3alUTHI
nH(}OpMAIUU TIPU CO3/IaHUN apXHBA.

21.HazoBute ocHOBHBIE TexHONMOTHU RAID.

22.Ha3oBuUTE OCHOBHBIE METOJIbI TyOJIMPOBAHUS HH(POpMAITUH.

23.0nuimmTe MpeuMyIIecTBa U HEOCTATKU pa3inyHbIX ypoBHel RAID.

24 Kak Ha3pIBaeTCs B COOTBETCTBUM C MPOLEAYypod JTyOJIUpOBaHMS
pa3UYalOT METOJ, KOTOPBIM MPEAIOIAracT co3zlaHue  Jyosieit
OTpeIeNICHHBIX (hailioB?

25.Ypoeenb RAID B  koTropoMm  mpeamoJyiaraercsi — MoodepeHoe
UCIIOJb30BaHUE  IEJIOCTHOCTHM U JOCTYMHOCTH WHGOpPMAIUA TpHU
CTUXHIHBIX OCJICTBUSIX U KPYITHBIX aBApUSIX HA3BIBACTCH. ..

el NS
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26.B yem 0COOCHHOCTH AUCKPEIIMOHHON MOJUTUKU Oe3omacHocTu? B kakux
ClIy4asix €e MCIOJIb30BaHNE Hellenecoo0pa3Ho?

27.0nuimre NpeuMyliecTBa M HEJOCTaTKM MAaHJIATHOM  MOJUTHKHU
0€30MacHOCTH.

28.B kakux ciayyasx IpUMEHsIETCS TaCCUBHAsl ayTeHTUhUKAIH?

29.Ha3zoBuTe ABa OCHOBHBIX IMOAXOJAa TNPHU CO3JAaHMM Habopa TpaB u
IIPUBWIETUN MOJIb30BATEIIEH.

30.Kto ympaBnser paspeuieHHsIMH Ha JOCTYNl K pas3ieiam peecTpa H
nouemy?

31.Kakue u3 00beKTOB MOTYT HAcJeI0BaTh Pa3pelieHus] Ha JOCTYN K HUM U
OT KOro?

32. 1111 4ero mpeaHa3HAYeHBbl MapaMEeTpPhl CO3/1aBAEMOM YUETHOW 3amuCH
MOJIb30BATENS?

33.B deMm pasHuila MEXTy OTKIIOUEHHEM U OJIOKUPOBKOM YUETHOM 3amucu?

34.B uem 1enecoo0Opa3HOCTh pa3OMEHUsi MHOXKECTBa IOJb30BaTeNiel Ha
rpyIIbI?

35.Kak HazHayaroTcs mpaBa IMOJL30BATENSIM M TPYIINAM B 3allUIIEHHBIX
BEpCUSIX onepanuoHHoi cucteMbl Windows?

36.Kakue TpeboBaHMS MO CIOKHOCTH MOTYT MPEABSBIATHCS K MApOJIsIM B
onepaunoHHo# cucreme Windows?

37.Yto Takoe kpumnrorpadgus U KaKOBbI €€ OCHOBHBIC IIETH B KOHTEKCTE
3aIuUThl UHGOpMauu?

38.Kakue OCHOBHBIE METOJBI KPUNTOTpaQHUH CYIIECTBYIOT M Kak OHH
KJIacCU(UIIUPYIOTCS ?

39.Yto mpencraBiser coOoil mmdpoBaHHE M KaKUe BUIBI IMH(POBAHUS
CYIIECTBYIOT?

40.Kakum oOpazoMm paboTaeT CHUMMETPUYHOE MIU(poBaHUE, U KaKHe
PUMEPHI AITOPUTMOB HUCTIONB3YIOTCSA B 9TOM THUIIE IUPpOBaHUS?

41.YTo Takoe acuMMETpUYHOE MU POBAHUE U B YEM 3aKITFOYACTCS TPUHIIUIT
UCIIOJIb30BaHUS OTKPBHITOTO U 3aKPBITOTO KITOUen?

42.Kakye OCHOBHBIC TMPHUHIHUIBI PabOThl KpUNTOTpapuueckux Xer-
GyHKIIUN 1 B YeM UX MPUMEHEHue?

43.YT0 mpeacTaBistoT co00i MUQPOBHIC MOAMKMCH M KaK OHH 00SCIICYHBAIOT
ayTeHTU(UKALINIO U IIEITOCTHOCTh JAHHBIX?

44 Kak paboraer nporokon odbmena kmoyamu Diffie-Hellman, u kak on
oOecrieunBaeT 6e30nacHbIi 0OMEH KitouaMu Juisl mudpoBanus?

45.Y9to Takoe araka mocepeamHe (man-in-the-middle) u kakue MeETOBI
NPUMEHSIOTCS IS €€ TTPEIOTBPAIICHHS B KpUNITOTpaduu?

46.Kakve TpUHIUIBI JIe)KAT B OCHOBE aTaku Ha MU(p ¢ UCMOIH30BaHUEM
no10opa Kirova U Kak 3TOMY MOKHO MPOTUBOCTOSITH?

47.YT10 Takoe CTOMKOCTh KPUNTOCHCTEMBI U MOYEMY 3TO Ba)KHBII acHEKT B
obecrnieueHr Kpunrorpaduaeckoit 6e3omacHoCcTH?

48.Kakum o0Opa3zom peanusyercs 3allMTa OT aTakd MO BpeMeHu (timing
attack) B kpunrorpadun?

49.Kakue CyIecTBYIOT METObI KPUMNTOTPAPUIECKOTO ayTCHTH(PUKAINKA U
KaK OHU MPUMEHSIOTCS B CUCTeMaxX 0e30MacHOCTH?



50.YUto Takoe kpuntorpaduyeckas cojiib U KaK OHa IOBBIIIAET CTOMKOCTh
XEIIMPOBAHUS MapoJiei?

51.Kakum oOpazom Kkpunrorpadgus HCHOJIB3YyETCS JJid 00eCIeueHHs
KOH(UIEHIIUATLHOCTH JIaHHBIX B CETH?

52.Yt0 Takoe OMOMETPHUYECKHE METOJbl ayTeHTU(PHUKAIMK U KaK OHH
COUETaIOTCs C KpUnTorpadueit?

53.Kak  mmdpoBanue KoHeuHbIX Touek (end-to-end  encryption)
obOecrieunBaeT KOH(MUICHIIMATHLHOCTh JAHHBIX B KOMMYHHKAITMOHHBIX
MPUIOKEHUSX ?

54 .Kakum o0Opa3zom pa0OoTaeT KBAaHTOBas KpuOoTorpagpus H B YeM
3aKJIK0YAETCS €€ CTOUKOCTh K aTaKaM KBaHTOBBIX KOMITBIOTEPOB?

95.YT1o Takoe kpunrorpaduyuecKue MpOTOKOIbl U KaK OHM MPUMEHSIOTCA B
oOecrieyeHnn 0€30NaCHON KOMMYHHKAIUU?

56.Kakue BBI30BBI BO3HUKAIOT NPHU HCIOIB30BAHUM KPUOTOrpapuu B
obnactu unTepuera Bemei ([oT)?

57.Kakum o6pa3om kpunrtorpadusi UCIOIb3YETCsS B CUCTEMAX SJIEKTPOHHOU
MOJMUCH JIJIs1 0OeCTIeYeHUs JOBEPUS K DJIEKTPOHHBIM JIOKyMEHTaM?

58.Kak npoucxoaut obecrieueHne 0€30MacHOCTH B OJIOKYEHH-TEXHOJIOTHIX
C UCIOJIb30BaHUEM Kpunrtorpapuun?

59.Kakue Metonpl kpuntorpa@uu MPUMEHSIOTCS IS 3alUThl HHPOPMAIIH
Ha ypoBHE (hailJIoB ¥ TUCKOB?

60.Yto Takoe kpumrorpaduuecKue aTakd C HCIOJIB30BAaHUEM KAaHAIIOB
oOpatHol ctopoHsl (side-channel attacks) u kak UM TPOTHUBOCTOSITH?

61.Kakum oOpa3zom oOecreunBaeTcs O€30MAaCHOCTh KPHUMNTOTpadUIECKUX
KJIFOYEN U UX XPaHECHHE?

62.Kakue craHmapThl U aJrOPUTMBI MHUQPPOBAHKS IIHUPOKO MPUMEHSIIOTCS B
COBpPEMEHHOM Kpunrorpaduu?

63.Yto npencraBnsaroT coboii kpunrorpadudeckue nmpotokossl TLS u SSL,
U KaK OHU 00ecTieunBarOT 6€301aCHOCTh B MHTEpHETE?

64.KakuM 00pa3oM TEXHOJOTHS KBaHTOBOTO Kiroua (quantum key
distribution) oGecrieunBaeT 6€30MacHBI 0OMEH KIIFoYaMu?

65.UT0 Takoe kpunrorpadhuIecKuil MPUHIIAI HYJEBOTO JToBepus (zero-trust)
Y KaK OH MPUMEHSETCS B COBPEMEHHBIX CHCTEMax 0e30macHOCTH?

66.Uto mpencTaBisAOT COOOH KOMITBIOTEpHBIE BHUPYCHI M KaK OHH
pa3anyaTcs OT Apyrux (OpM BPETOHOCHBIX TPOrpaMm?

67.Kakum 00pa3oM KOMIBIOTEPHBIE BHPYCHI PACHpPOCTPAHSIOTCA U KaKHe
METOJIBI 3alIUThI MOTYT TIPEIOTBPATUTD UX Mepeaady?

68.Uto Takoe TPOSHCKHE MPOrpaMMbl M KaKWE OCHOBHBIC I OHH MOTYT
IpeceoBaTh B KOHTEKCTE KOMITBIOTEPHBIX BUPYCOB?

69.Kakue BUABI MOBPEXKICHUI MOTYT BBI3bIBATH KOMITBIOTEPHBIC BUPYCHI U
KaK OHU MOTYT BO3/IEHICTBOBAaTh Ha padOTY KOMIBIOTEPHON CUCTEMBI?

70.Yto mpeacTaBisitoT coOOM yepBU (WOrms) WU B UEM 3aKIIOYACTCS HX
OCHOBHOE OTJINYHE OT OOBIYHBIX BUPYCOB?

2.2. OueHoYHbIE CPeCTBA /sl MPOMEKYTOYHON aTTeCTANNH

Bomnpocs! a1 npoBeaeHus aTTecTauyuu
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30.
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36.

Kakue ocHoBHble ¢yHKIUM Opanamayspa? CrnocoObl BKIIIOUEHUS HU
BBIKJIFOUEHUSI OpaHaMayapa.

Kak 3amyctute OpanaMaysp B peXHMME IOBBIIIEHHOW O€30I1aCHOCTU C
HOMOUIbI0 KOMaH/IHOM CTPOKHU?

Kak co3gath HOBOE MpaBWIO Uil HUCXOASIIMX WM  BXOJSALIMX
MOJIKJTFOYECHUNI ?

Kak OTKpBITh WM 3aKPBITh NOPT C MOMOIIBIO OpaHaMayspa?

Kak paspemmnts npon3BOIbHON IPOrpaMMe TOCTYI K CETH C IIOMOIIBIO
Opanamayspa?

Kakoii u3 cranaapTHbIX poduiiel JoKeH ObITh Hanboiee 3aluieH?
Kak ObICTPO OTKPBITH MMAHEIb YIPABICHUS?

Kak OpicTpo 3amycTuTh OpaHaMaysp B pEXHME IOBBIIICHHON
Oe3omnacHocTh?

Uro nenaeT KoMaH[a services.msc?

Kak 3anyctuth yrunuty cmd B pexume aiMUHUCTpaTopa’?

Kak OTKpBITh OKHO JIOKQJIbHBIX MOJUTHK O€30M1acCHOCTH?

3aueM NpoBepsITh CUCTEMHBIE (haiiibl?

Kakum 06pa3oM MOKHO MPoBEpUTH HUPPOBYIO NOANUCH (aitinoB?

Kak otkpbiTh peectp Windows?

[IpuBeauTE OCHOBHBIE KOMaHbI 000J04KH cmd.

Kakue u3 yrtumut cuctembl Windows HENOCPEACTBEHHO CBS3aHbI C
0e30MacHOCTbIO HH(POpMALIUH?

HazoBuTe OCHACTKM, HCHOJIb3yeMble [UIsi HACTPOWKH IapameTpoB
0€30I1aCHOCTH.

Ha3zoBuTe OCHOBHBIE CIOCOOBI  3amycka JIOKAJbHBIX  MOJUTHUK
0€30I1aCHOCTH.

HazoBute 1 00BSACHUT YPOBHE IPYNIIOBBIX MOJIUTHUK.

HazoBuTe nopsiiok NpUMEHEHUs IPYIIOBBIX MOJUTHUK.

Kak 3anmycTuTh KOHCOJIb YIIpaBiIeHUs?

Kak 106aBUTh HOBYIO OCHACTKY B KOHCOJIb yIIPaBICHUS?

OOBsCHUTE OCHOBHBIE MOJIUTUKU MAPOJIEH.

OOBsACHUTE TEPMUH TPYIIIOBAs MOJUTHKA.

Kakwue BuIbI TpyNTIOBBIX U JIOKAJIBHBIX MOJUTHK BHI 3HaeTe?

HazoBute Tpu cnoco0a 3amycka peaakTopa rpyninoBbIX MOJIUTHK.
OObsicHuTe napaMmeTpsl y3iaa [lapameTpsl 6€30MacHOCTH.

s 4dero mpenHa3HAauYeHbl TOJNUTUKH ayAWTa, KaKk HACTPOUTh ITU
MOJIUTUKHU?

Kakue coObITHSI BOBMOXKHO (PUKCUPOBATH C MOMOUIBIO MOJUTHUK ayIuTa’?
Kakum o00pazoM ayaut MOXeT OBbITh HMCHOJIb30BaH [Jisi MOBBIIICHUS
0€30M1acCHOCTH CUCTEMBI?

OOBbscHUTE HA3HAYEHHE OCHOBHBIX MOJUTHK ayIUTa.

JlaliTe onpesenenne MoHATHS adioHa 6€30TMacHOCTH.

Kakue npenmyiecTBa 1aeT UCIOIb30BaHUE A0JIOHOB O€30MaCHOCTH?
Kakne u3 cmyx0 mno BamieMy MHEHHIO CIIE€QYeT BBIKIIOYUTH MJis
MOBBILICHHS 0€3011aCHOCTH?

Kakue MHCTpyMEHTBI ONEpPalMOHHOM CUCTEMBI CieayeT OJIOKHUPOBATH
JUIsL OOBIYHOT'O TIOJIb30BATENS?



37.

38.
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61.

62.

63.

64.

Kakue mnonuTuKM MOXKHO HAacTpaMBaThb C TIOMOIIBIO I11a0JOHOB
6e3onacHocTH?

Kak BBl cuuTaere, Kakue MapaMeTphl CIEIYyeT YCTaHAaBIUBATh M
IpYNIOBbIE  TOJUTUKM  HAacTpauBaTb TIpU  CO3JaHUU  I1a0JIOHA
0€30MacHOCTH.

Kakoe ocHOBHOe Ha3HayeHHWE OCHACTKM AHaiIU3 0€30MacHOCTH
KOMIIbIOTEpA?

B03MOHO JI1 OTKPBITh OCHACTKY AHaIU3 0€301aCHOCTH

KOMITBIOTEPA € MTOMOILBIO MAHEIH YIPABICHUS?

Kakum o6pasom mnoOaBmisitorcss mabaoHBI OE30MACHOCTH K OCHACTKE
AHanu3 6€301acHOCTH KOMIIbIoTepa’?

N3MeHs0TCsl HACTPOMKHA KOMITBIOTEPA MPU IPOBEIECHUH aHAIN3a?
OOBsICHUTE, YTO O3HAYAIOT OTMETKH Y Ha3BaHUM MOJIUTUK MOCTIE
IIPOBEJICHUSI AaHAIN3A.

OOBsicHUTE KOMaH 1bl KOHTEKCTHOTO MEHIO y371a AHAIU3 U

HAcTpoiika 0€30MacHOCTH.

Mo>kHO 11 MEHSTH a0JOH O0€30IaCHOCTH HETIOCPEICTBEHHO B OCHACTKE
AHanm3 6€301MaCHOCTH KOMITbIoTepa?

Kakasi ormetka Oyzner moka3aHa y Ha3BaHUS MOJUTUKHU IOCJE aHalu3a
1o mabJoHy O€30MacCHOCTH, €CIH JaHHas MOJIMTUKA HE CYIIECTBYET Ha
KOMITbIOTEpE?

Kakoe ocHoBHOE Ha3HaueHue cpenactBa AppLocker?

Kaxkue 3anaun MoxHO pemiatsh ¢ momoisio AppLocker?

Kakue cmyx0bl AOMKHBI paboTaTh AJIA TOrO, YTOOBI HCIIOIB30BAThH
npaBuia AppLocker?

OOBbsicHUTE, KaKUE ark Hy>KHO clieiaTh JUisl CO3JaHusl HOBOTO IIpaBUIia
B AppLocker.

Kakue cpencrBa oOIEpallMOHHOM  CHUCTEMBI  HCHOJIB3YKOTCA IS
OJIOKUPOBKHM CMEHHBIX HOCUTEEH?

Kax y3nars ID yctpolictBa?

OO0BscauTe, uto Takoe VID u PID?

Kakue monutuku mpuUMEHSIOTCs JUIsl OJOKMPOBAaHUS YCTPOMCTB, B UEM
MEXKly HUMHU pa3Huua’?

OOBbsiICHUTE TEPMUHBI O€JIbII CIMCOK M YEPHBINM CIIUCOK YCTPOUCTB.

Yro mpencrasusier co0oil cereBasi 0€30MaCHOCTh U TIOYEMY OHA BakKHA
JUTsl ”HPOPMALIMOHHBIX CUCTEM?

Kakue oCHOBHBbIE NPUHUMUIBI KOH(UIECHUHUATBHOCTH, LIEJIOCTHOCTH U
JIOCTYITHOCTH JIAaHHBIX KaCalOTCs CETEBOM 0€30MacHOCTH?

Yro Takoe ayTeHTU(DUKAIUS B CETEBOM 0€30MacHOCTU U KaKUE€ METOJbI
MOTYT OBITb HWCHOJB30BAaHbl JUIsl TOATBEPKACHUS JIETUTUMHOCTU
MOJIb30BaTENS?

Kakum o0pa3om mmdpoBaHue MaHHBIX BIUSET Ha OOEcTeueHUe
KOH(HICHIIMATLHOCTH B CETEBOM O6e30macHOCTH?

Kakue Buabl yrpo3 MOTyT ObITh MPEACTABIECHBI B CETEBOM Cpele, U Kak
KJIACCU(DHUITMPYIOTCS 3TH YTPO3bI?
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Uto Ttakoe araku mepexBara (sniffing) u kak OHU MOTYT OBITh
NpeI0TBpalIeHbl B paMKaX CeTeBOM 0e301acHOCTH?

Kakue MeToapl UCTIONB3YIOTCS SISl 00eCieYeHus IETOCTHOCTH JaHHBIX B
nepejaaye yepes ceTh?

Uto mnpencraBisier coboit duibTpamms maketoB (packet filtering) B
CETEeBOI1 0€30MaCHOCTH U KaK OHa paboTraer?

Kakum oOpazom araku tuna "otkaz B oOcmyxuBanuu" (DoS) moryt
YyIPOXKAaTh CETEBOM O€30ITaCHOCTH, M KaK MPEAOTBPATUTH TAKUE aTaKH?
Yro Takoe BHpTyasibHas 4acTHas cetb (VPN) u kak OHa MOXeT
o0ecnieunTh O6€30MacCHOE COeIMHEHUE Yepe3 OTKPBITYIO CETh, TAKYIO KaK
WNuTepnet?

Kak paGotaet 6psHAMay?p B KOHTEKCTE CETEBOM 0€30MacHOCTU U KaKue
(GYHKIIUHM OH BBITIOTHSAET?

Uro mnpencraBisitor coboit araku "dummHra" (phishing) u  kak
[I0JIb30BaTEIM MOTYT M30erarh Moj/laBaThCs Ha TaKUE aTaku B CETEBOU
oe3omnacHocTU?

Kakue wmetonpl ayTeHTH(UKAIMM MOTYT OBITh HUCIOJIB30BaHBI IS
oOecrieueHus: 6€30MaCHOCTH B O€CIIPOBOJIHBIX CETSX?

Uto takoe MHOTO(MAKTOpHASA ayTEHTU(UKAIIMA U TTOYEMY OHA SBIISICTCS
Ba)KHBIM 3JIEMEHTOM CETEBOM Oe30macHOCTh?

Kak ceTeBble ycTpoiicTBa, TaKHe KaKk MapIIpyTU3aTOPbl U KOMMYTaTOPHI,
MOTYT ObITh CKOH(DUTYpUPOBAHBI 1J151 OBBIICHUS 0€30IIaCHOCTH CETH?
Yrto Takoe BeO-MIPUIIOKEHUS U KaKUE YIPO3bl OHU MOTYT MPEICTABIATDH
JUTsl CETEBOM 0€3011acCHOCTH?

Kakne ™epsl MOTryT OBITH TPEANPUHATHI NS 3aIlIUTHl OT aTak
MexceTeBbIX poTokosoB (MITM) B cereBoit 6e3onacHOCTH?

Urto npencrasisieT coboi ayTeHTUUKAIUS 110 cepTHU(UKATaM U KaK OHa
MPUMEHSIETCS B CETEBOM O€30MaCHOCTH?

Kakum o0pazom cereBas 0€30MacHOCTh CBs3aHa C YIpaBICHUEM
mpaBaMd JIOCTyna M Kakue PO  MOTYT OBbITh  Ha3HAYEHBI
MOJIb30BaTENSIM?

. UTo Takoe CeTeBLIC YA3BUMOCTH U KAKHC MCTOAbI MCITIOJIB3YIOTCA IJIA UX

OOHapyXEeHUS U YCTPAHEHHS B CETeBOM 0€30MacHOCTHU?

Kakue poiu MOryT BBINOJHATH MOOWJIBHBIE YCTPONCTBA B acCIEKTe
CETeBOI1 0€30MACHOCTHU, U KaK OHU MOTYT OBbITh 3aIUILIEHBI?

Yro Takoe ympaBli€eHUWE CETEBOM O€30MacHOCThI0 U KaKHhe 3aJlayu
BKJIFOYAIOT B C€0s MPOLIECCHI YIIpaBiIeHUs?

Kakum o0Opa3zom npuMeHeHHne NOJUTUK 0€30MaCHOCTH MOXKET YIyUIIHUTh
CETEBYI0 0€30I1aCHOCTh OPTaHU3aUuHU?

Uto mpencTaBistoT coOON aTakud Ha YpPOBHE MPUIOKEHUNW M KaK OHU
MOTYT OBITh TIPEOTBPAIICHBI B CETEBON 0€30MTaCHOCTH?

Kakune texHomorumm cereBod 0€30MACHOCTH  HCHOJB3YIOTCS  JUIS
OOHapy>XeHUsI U TIPEOTBPALICHHS BPEJOHOCHBIX MPOrpamMm?

Uro Ttakoe "Oenmpie cmuckd" W "depHbIE CHOUCKH' B CETEBOM
0€30MMacCHOCTH, ¥ KaK OHHU MPUMEHSIOTCS K YIIPABICHHUIO TOCTYIIOM?

IIepedyeHb TUNIOBBIX IPAKTUYECKUX 3a0aHUN:



n/u

IlepeueHb TUMIOBBIX MPAKTUYECKUX 3adaHUN

1. BBINOTHUTE KOMIUIEKCHBIM aHAM3 WH(GOPMAIMOHHBIX YIPO3 M COCTaBbTE PEKOMCHIAIUU I10
3aluTe ISl CIEAYIONIUX MPEIPUSITHH:

a) noymrpaduyeckoe IpeAnpUsLTHE ¢ AByMs odrcaMu u 0HOH 0a3oit

JAaHHBIX KIIUECHTOB B 00JIaKe;

0) ceTb KOMMEpPYECKUX MEHTPOB U3 20 OTHEICHUH, KOTOPBIC UMEIOT

OJIMH TJIAaBHBIN OQHC;

B) MarasuH 1O Mpojaxke MeOesr, KOTOPBI UMEET JOCTyNl K 0a3e JaHHBIX 3aBOJAA MPOU3BOIUTEIS
Mebenu;

T') CEpPBUCHBIN IEHTP MO0 PEMOHTY MOOWIBHBIX Telle()OHOB.

HUcnonwzys mporpammy CheckUDisk onpenenuts VID, PID duem makonmuTens.

1. JIns mpowusBonbHOW mporpamMmsl (Hampumep mnachsHc [layk) mpemocTaBTe AOCTYN K CETH C
noMotipio OparaMayspa Windows (CM. TEOpETHUECKUE CBEICHUS).

2. mporpammsbl Total Commander oTkpoiite mopt 3128 1m0 mOMOIITEI0

Opanamayspa (CM. TEOPETUICCKUE CBEICHMUS).

3. 3anpeTurte AOCTYI K CETU MHTEPHET IS MPOU3BOIBHON IPOTrpaMMbl

IO TIOMOIIBI0 OpaHaMayaIpa u (aiina hosts.

Crioco6 OJIOKMPOBKH JOCTYNa K CETH MpOorpaMMaM C TMOMOINBI0 OpaHAaaMyepy VyKe OIMCaHO B
TEOPETUYECKOH YacTH paboThl. BrimonHuTe 11s

nacesiHca KockiaKa (Mm ApyTroil mporpaMMBbl) Takue OJIOKUPOBKL.

B xoHCcoOMM ymipaBneHus co3qaiiTe HOBBIN MIA0I0H O€30ITaCHOCTH C

nmeHeM KoHgurypaius ciryx0, B ONMMCcaHWU MabJIOHa YKAKUTE ONCPAIMOHHYIO CUCTEMY, B KOTOPOUH
OyJeT MpUMEHEH 3TOT a0JI0H, B COOCTBEHHYIO

(hamummto.

BrimonanTe aHam3 6€30MacHOCTH ¢ TIOMOIIBIO MIA0JI0HA, KOTOPBIH OBUIH CO3/IaH paHee.

»

JloGaBbTe MOAKIIIOUCHHBIH HAKOIIUTEIb B YePHBIN CIHCOK.

SammdpyiTe ¢ TOMOIIBIO Marn4eckoro kajpara ceoe DO




